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Abstract: In the digital era, social media has become a vital platform for information dissemination. 

However, the prevalence of misinformation has profoundly impacted societal cognition and public 

opinion. Misinformation is defined as intentionally distributed content that is inaccurate or misleading, 

taking forms such as rumors, fake news, and pseudoscientific claims. The features of social media, 

including user-generated content, dynamic network structures, and complex recommendation 

algorithms, have fueled the rapid spread of misinformation. This study explores the classification and 

characteristics of misinformation, as well as its propagation mechanisms on social platforms, aiming to 

reveal how misinformation influences public perception. The research also proposes strategies to 

mitigate the adverse effects of misinformation, thereby maintaining a healthy information environment. 
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Introduction 

With the rapid development of social media, the manner and speed of information dissemination 

have changed dramatically, affecting individuals and society at large. However, the spread of 

misinformation has become increasingly serious, posing a pressing social issue. Misinformation not 

only influences individual cognition and behavior but also poses potential threats to public health, 

social stability, and political decision-making. This phenomenon is closely related to the structure of 

social media, user interaction patterns, and mechanisms of information dissemination. The openness 

and interactivity of social media allow users to be not only recipients of information but also creators 

and disseminators. This role shift has exacerbated the speed and scope of misinformation, creating a 

complex information ecosystem. Therefore, studying the spread mechanisms of misinformation is of 

great theoretical and practical significance. This research offers a fresh perspective on information flow 

in social media and provides policymakers and platform operators with effective countermeasures to 

mitigate the adverse effects of misinformation on society. By examining the classification, 

characteristics, and propagation mechanisms of misinformation, this study seeks to understand how 

misinformation influences public perception through social platforms and proposes measures to 

maintain a stable and healthy information environment. 

1. Definition and Characteristics of Misinformation 

1.1 Concept of Misinformation 

Misinformation refers to intentionally spread content that is inaccurate or misleading, aiming to 

influence the cognition, emotions, and behaviors of the audience. In the social media context, 

misinformation spreads not only through text but also through images, videos, and audio. Specifically, 

misinformation can manifest as rumors, fake news, pseudoscientific claims, and misleading 

advertisements. These forms of content quickly diffuse across social networks, creating a significant 

public opinion impact and potentially affecting public health, social stability, and political 

decision-making. 

With advancements in information technology, particularly the rise of social media platforms, the 

speed and reach of misinformation have greatly increased, making it a crucial issue within the modern 

information ecosystem. The rapid sharing and reposting behavior of users, coupled with platform 

recommendation algorithms, have exacerbated the spread of misinformation, eroding public opinion 



and societal trust. Understanding misinformation requires examining both the content itself and its 

propagation mechanisms and potential impacts within specific social contexts [1]. 

1.2 Classification of Misinformation 

Misinformation can be categorized based on various standards. First, from the perspective of 

content authenticity, misinformation can be divided into fully false information and partially false 

information. Fully false information refers to content that is entirely fabricated, lacking any factual 

basis. Partially false information, however, exaggerates, takes out of context, or distorts real 

information, which can lead to misleading interpretations. This classification helps identify the 

potential dangers of information and devise appropriate countermeasures. 

Second, from the perspective of dissemination intent, misinformation can be classified as malicious 

misinformation and unintentional misinformation. Malicious misinformation often aims to manipulate 

public opinion, incite social panic, or target specific individuals or groups, while unintentional 

misinformation often stems from misunderstandings, the spread of erroneous information, or lack of 

necessary background knowledge. This distinction aids in understanding the motivation behind 

misinformation, facilitating targeted preventive measures. 

Finally, according to the medium of dissemination, misinformation can be categorized as 

misinformation spread via traditional media or through social media. Due to the speed, interactivity, 

and broad reach of social media, misinformation on these platforms tends to attract more user attention 

and sharing, thereby amplifying its influence. Information on social media spreads quickly, with strong 

interactivity among users, which increases the visibility and perceived credibility of misinformation, 

making its spread effects more pronounced. 

1.3 Main Characteristics of Misinformation 

Misinformation exhibits several notable characteristics. Firstly, it spreads quickly. On social media, 

information can rapidly circulate through user sharing, comments, and likes, creating a widespread 

public opinion effect. This rapid dissemination is driven by both platform algorithms and user 

interaction behavior. User engagement accelerates the flow of information, allowing misinformation to 

spread broadly within a short time frame, potentially impacting public perception [2]. 

Secondly, misinformation often relies on emotional resonance to spread. It can provoke strong user 

emotions such as anger, fear, or joy, increasing user engagement and the efficiency of information 

dissemination. Emotion-driven dissemination makes misinformation more attention-grabbing and 

impactful. Studies have shown that the stronger the emotional resonance, the wider the spread of the 

information. Thus, creators of misinformation often exploit this characteristic to achieve their goals. 

Additionally, the mimicry and repetition of misinformation are crucial characteristics. Many 

instances of misinformation repeatedly appear in similar formats and narrative styles. This repetition 

increases its credibility, making the public more inclined to accept it. Frequent repetition not only 

makes misinformation more salient but can also lead to a “truth” distortion, gradually altering users' 

perceptions. 

Lastly, the dissemination of misinformation is often accompanied by complex social psychological 

factors such as cognitive bias and group dynamics. These factors make individuals more susceptible to 

the influence of others' opinions during information processing, amplifying the spread of 

misinformation. For instance, confirmation bias leads users to accept information consistent with their 

views while dismissing contrary information. This psychological mechanism enables misinformation to 

spread within specific groups and further influence a broader societal audience. 

2. The Propagation Characteristics of Social Media Platforms 

2.1 Basic Structure of Social Media 

The basic structure of social media platforms forms the foundation of their information 

dissemination characteristics, generally comprising three core elements: user-generated content (UGC), 

social networks, and interactive mechanisms. User-generated content, often considered the "soul" of 

social media, grants users the right to create, publish, and share information, thereby forming a diverse 

and rich information ecosystem. Within this ecosystem, users are not merely consumers of information 



but are also active content creators, driving the diversity and innovation of information. 

Social networks serve as the bridge for information dissemination, quickly spreading information to 

a broad audience through user connections and interactions. Factors such as users' social connections, 

follower counts, and interaction frequency significantly impact the reach and speed of information 

dissemination. Moreover, social media platforms often use sophisticated algorithms to optimize the 

display and spread of information. These algorithms rely on users' historical behaviors and real-time 

data analysis to ensure that users receive the most relevant content within a vast sea of information. 

This algorithm-driven mechanism allows the platform to dynamically adjust content display, thereby 

enhancing user engagement and overall activity levels [3]. 

Social media platforms support a variety of information formats, including text, images, and videos, 

which enhance the appeal of information and increase dissemination efficiency. For example, the 

popularity of short videos encourages users to receive information in a more intuitive way, thereby 

promoting rapid dissemination. Additionally, users' social connections play a critical role in information 

dissemination, as users tend to trust information shared by friends or acquaintances. This trust 

mechanism makes it easier for misinformation to spread within specific social circles. 

2.2 Dynamic Network Characteristics of Information Dissemination 

Information dissemination on social media exhibits prominent dynamic network characteristics, 

resulting in nonlinear and complex propagation patterns. On social media platforms, information is not 

transmitted through traditional one-way channels but rather through user interactions such as sharing, 

commenting, and liking, forming a multidimensional dissemination network. This dynamic nature 

makes the propagation path and influence of information difficult to predict, with information 

potentially spreading rapidly within a short period or dissipating quickly due to changes in user 

behavior. 

The real-time nature of social media platforms has a profound effect on information dissemination. 

Trending topics and breaking news often attract significant attention in an instant, accelerating 

information diffusion. Users' preference for fresh and timely information drives content creators to 

prioritize immediacy, sometimes even leading to the rapid consumption of information. Information 

dissemination relies not only on the attractiveness of the content itself but is also closely related to the 

structure of social networks and user behaviors. The propagation path of information shifts with user 

interactions, forming a complex dissemination network. 

2.3 The Role of User-Generated Content 

User-generated content plays a vital role in the dissemination of information on social media. As 

creators and disseminators of information, users influence the flow of information on social media by 

sharing personal views, experiences, and content. The diversity and immediacy of user-generated 

content allow it to effectively reflect current social issues and public sentiment, becoming a major 

source of information. However, this openness also brings the risk of misinformation, as users may, 

intentionally or unintentionally, spread false information driven by emotional, political, or economic 

motives. 

The diversity of user-generated content enhances the adaptability of information dissemination, 

meeting the needs of various user groups. The immediacy characteristic enables users to share their 

views on events in real-time, quickly forming public opinion hotspots. This immediate reaction 

capability increases dissemination efficiency while enhancing public participation and identification 

with events. However, user interaction goes beyond simple information sharing and includes 

commenting, questioning, and recreating content. This process can lead to the reinterpretation and 

distortion of information, impacting its authenticity and credibility [4]. 

3. Mechanisms of Fake Information Propagation 

3.1 Characteristics of Algorithm-Driven Fake Information Propagation 

The design of social media platform algorithms plays a critical role in the spread of fake 

information. These algorithms, by evaluating user behaviors, content features, and interaction patterns, 

determine the visibility and dissemination characteristics of information, profoundly influencing the 



proliferation of fake information. 

3.1.1 Information Priority and Emotion-Driven Engagement 

Social media algorithms often prioritize content that elicits strong emotional responses from users, 

particularly fake information, which is frequently presented in exaggerated or provocative ways. This 

emotion-driven mechanism encourages greater user engagement through interaction, sharing, and 

commenting, potentially leading to rapid diffusion within social networks. Specifically, algorithms 

amplify the visibility of such high-engagement content, placing fake information prominently in 

information streams and creating “hot spots” that further accelerate its spread. This emotion-driven 

propagation model also tends to trigger user identification and resonance, allowing fake information to 

recirculate across different social circles, leading to reprocessing and evolution of the content and 

strengthening its perceived legitimacy in public consciousness [5]. 

3.1.2 Filter Bubbles and Information Silos 

Algorithmic operations also lead to the creation of filter bubbles, limiting users’ social media 

experiences to information that aligns with their own views. This phenomenon of information silos 

restricts the exchange of diverse perspectives, causing fake information to circulate within certain 

communities without being questioned. Over time, this phenomenon not only impacts users' critical 

thinking but can also lead to the polarization of social perceptions, entrenching fake information more 

deeply within groups. In such environments, users are more inclined to accept fake information as fact, 

further exacerbating social division and misunderstandings. Additionally, filter bubbles severely limit 

users’ exposure to external information, hampering the spread of accurate information and fostering 

blind trust and adherence to fake information. Understanding the role of algorithms in the 

dissemination of fake information, particularly its impact on user perception, is essential for addressing 

the challenges of fake information proliferation. 

3.2 Initial Drivers Behind the Creation of Fake Information 

The generation of fake information is influenced by multiple initial driving factors, which not only 

stimulate content creation but also significantly affect its propagation trajectory and impact. 

3.2.1 Economic Incentives and Commercial Motives 

Economic gain is a primary driver of fake information creation. Many content creators and online 

media outlets, driven by commercial interests, choose to publish attention-grabbing fake information to 

attract more traffic and boost advertising revenue. Such fake information typically employs 

exaggerated or provocative headlines and content to garner high click rates, ultimately yielding 

substantial financial returns for its creators. This profit-driven information production model leads to an 

influx of fake information that severely disrupts the informational ecosystem. Moreover, social media 

algorithms tend to promote highly engaging content, making fake information more likely to capture 

user attention and spread, creating a vicious cycle. With commercial motivations at the core, content 

quality is often neglected, blurring the lines between authentic and fake information and further 

confusing and eroding public trust. 

3.2.2 Political Motives and Ideological Dissemination 

In addition to economic incentives, political motives also significantly drive the creation of fake 

information. Certain political groups, organizations, or individuals may utilize fake information to 

manipulate public opinion, sway voter sentiment, or promote specific ideologies. By spreading fake 

information, these groups can effectively shape societal agendas to fulfill political goals. This strategy 

not only distorts public understanding of reality but also exacerbates social division and opposition, 

potentially influencing democratic decisions and social harmony. The dissemination of fake 

information often involves emotionally charged narratives, making the public more susceptible to 

influence, which may lead to the unintentional acceptance of inaccurate information. Leveraging social 

media platforms, politically motivated fake information can rapidly reach a broad audience, forming 

societal biases and polarization. Understanding the role of political motives in the generation of fake 

information helps reveal its profound impact on social structures and public psychology. 

3.3 Pathways of Fake Information Dissemination 

The dissemination pathways of fake information exhibit complex, multi-dimensional characteristics 

involving multiple stages, including the propagation chain and the extensive impact of user interaction. 



These factors collectively shape the dynamics of fake information spread on social media. 

3.3.1 Composition of the Propagation Chain 

The propagation chain of fake information typically comprises three key stages: information 

sources, disseminators, and final recipients. The information source may be individual users, online 

media, or other content creators, forming the origin of fake information. Disseminators, through actions 

such as sharing, reposting, and commenting, broaden the reach of the information to wider audiences. 

In this process, each instance of sharing may alter the content, potentially exaggerating, simplifying, or 

misrepresenting the original information, thus impacting its accuracy and dissemination efficacy. Each 

link in the dissemination chain provides opportunities for fake information to spread, facilitating its 

transformation across networks and causing rapid expansion within a short period. For example, a 

seemingly minor rumor, after multiple shares and modifications, can evolve into a widely accepted 

“truth,” subsequently affecting public perception and emotion [6]. 

3.3.2 The Role of User Interaction 

User interaction is an essential and inseparable element in the propagation of fake information. 

Through behaviors such as commenting, liking, and sharing, users not only amplify information 

dissemination but also form a feedback loop within the dissemination process. The intensity and 

frequency of these interactions directly impact information visibility and dissemination speed. Studies 

indicate that users’ emotional responses and interactive behaviors significantly enhance the 

dissemination effect of fake information, thereby increasing its influence within social networks. 

Additionally, users’ collective behaviors are not limited to simple sharing; they often lead to further 

reprocessing of information, such as reinterpreting and modifying content, which adds to the 

complexity of fake information and makes its spread less predictable. It is worth noting that user 

interaction on social media platforms may create an “echo chamber” effect, where users are more likely 

to encounter information aligned with their perspectives, further amplifying the spread and impact of 

fake information. Therefore, understanding the multifaceted role of user interaction is crucial for 

revealing the dissemination mechanisms of fake information. 

Conclusion 

The mechanisms underlying the spread of fake information on social media are complex and 

influenced by a variety of factors, including platform algorithms, user behaviors, and social psychology. 

The propagation of fake information is not merely a matter of simple content sharing; rather, it involves 

a dynamic, interactive process that encompasses extensive user participation and feedback. In light of 

the challenges posed by fake information, future research should place greater emphasis on optimizing 

algorithm design to enhance information dissemination while curbing the spread of fake information, 

particularly with respect to safeguarding users' freedom of expression. Furthermore, exploring 

strategies that combine educational and technological approaches to enhance public media literacy and 

critical thinking skills is a crucial pathway to tackling fake information effectively. Empowering the 

public to critically assess information sources and encouraging rational thinking will contribute to 

stabilizing societal perception in this age of information overload. Through concerted efforts, we can 

establish a healthier information ecosystem that effectively mitigates the challenges of fake information, 

promotes the rational development of public opinion, and strengthens societal trust and cohesion. 
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